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500

510
| Receive first and second optical signals via

respective first and second optical cores of a
multi-core optical fiber

\
520 | Determine a metric based on a first mode

dependent loss (MDL) figure of merit (FOM) of
the first optical signal and a second MDL FOM of
the second optical signal

530 >
| Determine that the first optical signal is tapped

when the metric exceeds a predetermined
threshold.
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1
OPTICAL FIBERS WITH VARIED
MODE-DEPENDENT LOSS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is related to U.S. patent application Ser.
No. 13/730,270, filed on even date herewith and incorporated
by reference in its entirety.

TECHNICAL FIELD

The disclosure relates generally to optical communica-
tions.

BACKGROUND

Optical communications systems provide data transmis-
sion paths that are generally robust to interception of infor-
mation, e.g. eavesdropping. However, under some circum-
stances an eavesdropper may tap information from the
transmission path, e.g. an optical fiber. Such eavesdropping
may be difficult to detect, leaving the intended recipient of the
transmission unaware that the confidentiality of the transmis-
sion has been compromised.

SUMMARY

One embodiment provides an optical fiber that includes a
cladding region, and a plurality of optical cores located within
the cladding region. A first core region of the plurality has first
mode-dependent loss (MDL) figure of merit (FOM) with a
first bend-radius dependence. A second core region of the
plurality has a second MDL FOM with a second bend-radius
dependence. The first MDL FOM is at least about 50% greater
than the second MDL FOM at a given bend radius.

Another embodiment provides a method. The method
includes receiving first and second optical signals via respec-
tive first and second optical cores of a multi-core optical fiber.
A FOM s calculated based on areceived power of the first and
second optical signals. A change of the FOM is determined
after calculating the FOM. It is determined that the first opti-
cal signal is tapped when the change exceeds a predetermined
threshold.

In another embodiment a system is provided that includes
a multi-core optical fiber and an optical transmitter. The
multi-core optical fiber comprises first and second optical
cores located within an optical cladding. The optical trans-
mitter is configured to respectively transmit first and second
optical signals via the first and second optical cores. An
optical receiver is configured to receive the first and second
optical signals. A tapping detector is configured to determine
a FOM based on a received power of the first optical signal
and areceived power of the second optical signal. The tapping
detector is further configured to determine that the first opti-
cal signal is tapped when a change of the FOM exceeds a
predetermined threshold.

In some of the above-described embodiments the first core
region may include a first core medium and/or waveguide
design and the second core region may include a second
different core medium and/or waveguide design. In some
embodiments the first and second core regions comprise first
and second nominally identical core media. The first core
region is embedded in a cladding having a first effective
refractive index (RI), and the second core region is embedded
in a cladding having a different second effective RI. In some
embodiments the first MDL FOM is at least about 3 dB
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greater than the second MDL FOM for a 90° bend with a
radius of about 10 mm or less. In some embodiments the first
core medium has a first induced attenuation for one turn with
aradius R, and the second core medium has a second induced
attenuation for one turn with the turn radius R. The second
attenuation is at least 10 dB greater than the first induced
attenuation. In any embodiment the first core region may be
configured to propagate a data-bearing optical signal.

Yet another embodiment provides a system that includes an
optical transmitter and an optical receiver. The transmitter is
configured to transmit an optical signal. The receiver is con-
figured to receive the optical signal. An optical fiber includes
an optical core connected to transmit the optical signal
between the transmitter and the receiver. The optical fiber has
a first loss FOM determined for a straight segment of the
optical fiber as a function of a received power of a lower order
propagation mode and a received power of a higher order
propagation mode. The optical fiber has a second loss FOM
determined for a 90° bent segment of the optical fiber with
abouta 10 mm bend radius as a function of the received power
of the lower order propagation mode and the received power
of the higher order propagation mode. The first FOM is at
least about 10 dB greater than the second FOM. In some
embodiments of the system the optical core is one of a plu-
rality of optical cores of the optical fiber. In some embodi-
ments the MDL is at least about 13 dB with a bend radius of
the optical fiber of about 5 mm or less. In some embodiments
the optical signal is configured to transmit modulated data.

Additional aspects of the invention will be set forth, in part,
in the detailed description, figures and any claims which
follow, and in part will be derived from the detailed descrip-
tion, or can be learned by practice of the invention. It is to be
understood that both the foregoing general description and
the following detailed description are examples and explana-
tory only and are not restrictive of the invention as disclosed.

BRIEF DESCRIPTION OF THE DRAWINGS

A more complete understanding of the present invention
may be obtained by reference to the following detailed
description when taken in conjunction with the accompany-
ing drawings wherein:

FIG. 1 illustrates one embodiment of a system, e.g. for
transmitting an optical signal via an optical fiber capable of
supporting a spatially multiplexed optical signal, e.g., a multi-
core optical fiber (MCF) or a multi-mode fiber, while detect-
ing the presence of an eavesdropper;

FIGS. 2A-2C respectively illustrate sectional views a opti-
cal fibers; a single-core, e.g. multi-mode, fiber; a MCF having
two optical cores comprising different optical media types;
and a MCF having two optical cores comprising similar opti-
cal media types each embedded in a cladding region with a
different void density;

FIG. 3 illustrates characteristics of normalized propagation
constant versus normalized frequency for several propagation
modes of a multi-mode optical fiber;

FIG. 4 illustrates several outage secrecy capacity charac-
teristics for a multimode or multi-core optical fiber as a func-
tion of mode-dependent loss; and

FIG. 5 presents a method, e.g. for operating an optical
communication system.

DETAILED DESCRIPTION

The disclosure is directed to, e.g. methods and systems that
provide improved security of optical communications. The
inventors have discovered that interception of optical data
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may be detected by employing an optical transmission
medium, e.g. an optical fiber, supporting the transmission of
at least two optical spatial modes, wherein the modes each
have a mode-dependent loss (MDL) that depends differently
on a bend radius of the fiber. When a potential eavesdropper
attempts to tap an optical signal propagating in the fiber, a
change of the differential MDL of the two cores may be
detected, alerting the sender or intended recipient to the data
interception attempt.

Referring first to FIG. 1, a system 100 is illustrated that is
configured according to one example embodiment of the
invention. The system 100 includes an optical fiber 110, a
transmitter 120 and a receiver 130. As described further
below the optical fiber 110 may be a multi-mode optical fiber
(MMF), e.g. a few-mode fiber (FMF), or a multi-core optical
fiber (MCF). The transmitter 120 is configured to transmit a
plurality of optical signals, e.g. a first and a second optical
signal, via corresponding first and second optical modes or
cores of the fiber 110. The description of various embodi-
ments may refer to two modes or two cores, but embodiments
are not limited thereto. The transmitter 120 includes a modu-
lator 125 that may modulate one or both of the optical signals
with data, wherein the modulation format is not limited to any
particular type.

An eavesdropping receiver 140 may tap energy from one or
both of the modes or cores of the optical fiber 110 in an
attempt to intercept a portion of the transmitted data. The
eavesdropping receiver 140 may produce a bend 150 in the
fiber 110, the bend 150 having a radius R. When R is suffi-
ciently small, light may couple from one or both cores of the
fiber 110 to the eavesdropping receiver 140, either through a
tap fiber 160 or through a free-space optics arrangement.

The receiver 130 includes a tapping detector 135, some-
times referred to briefly as the detector 135. As described
further below, the tapping detector 135 is configured to deter-
mine a FOM associated with the diversion of optical energy
from the fiber 110 to the fiber 160.

In one embodiment, and as described further below, when
the fiber 110 is a MCF, the FOM may be a ratio or a difference
between the optical power received via two or more optical
cores within the fiber 110. In another embodiment, and as
described further below, when the fiber 110 is a MMF the
FOM may be a ratio or a difference between the optical power
received via two or more propagation modes of the fiber 110.
The FOM may be expressed in any appropriate fashion. With-
out limitation thereto, the FOM may be expressed herein in
dB. Those skilled in the pertinent art are familiar with equiva-
lent expressions of a ratio or difference. Moreover, embodi-
ments are not limited to the FOMs described above. Any
FOM is within the scope of the disclosure that captures a
relative change of the MDL between two or more optical
signals transmitted via a same optical fiber. In some cases the
FOM may be specified at a transmission wavelength of the
transmitted optical signal, e.g. 1550 nm. The FOM may fur-
ther be specified as a function of the bend radius R, e.g. 10
mm.

FIGS. 2A-2C illustrate aspects of the optical fiber 110 in
three nonlimiting embodiments. In FIG. 2A an embodiment
of the fiber 110, designated fiber 200a, is illustrated as a
MMF. The fiber 200qa includes a cladding region 210 and a
core region 220. The core region 220 supports at least two
propagation modes, and in some embodiments preferably
supports four propagation modes, e.g. LP01, LP11, LP21,
and LP02. In one embodiment the fiber 200a may be designed
such that at least one higher-order mode is operated close to
cut-oft, which may lead to an intentionally high bending loss
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for that mode, with a MDL value of at least 10 dB higher than
the next-lower mode when bent using a radius of 10 mm or
less.

FIG. 3, for example, illustrates the normalized propagation
constant B versus the normalized frequency V of several
modes of an example MMF. At the illustrated example value
of'V, the LP21 and L.P02 modes are operating close to cutoff,
e.g. B=0.1. As a result the MDL upon bending is larger for
LP21 and LP02 than for LP01 and LP11, which allows for
detection of a bend using the FOM discussed above. The
detector 135 includes optical detectors to determine a
received power from the fiber 110. The detector 135 may
compute and monitor this FOM and issue an alarm when the
FOM changes by a predetermined threshold, e.g. at least 3 dB
(~50%). To provide greater discrimination between eaves-
dropping and bending of the fiber 200a unrelated to eaves-
dropping the threshold may be greater, e.g. about 10 dB.

In FIG. 2B an embodiment of the fiber 110, designated
fiber 2005 includes two core regions 230 and 240. The fiber
2005 may therefore be referred to as a MCF 2005. While the
two core regions 230, 240 are shown, the MCF 2005 is not
limited to any particular number of two or more core regions.
The MCF 2005 may be designed such that one core, e.g. the
core 230, has a high bending tolerance while another core,
e.g. the core 240, has a low bending tolerance. This can be
achieved by using, e.g. for the core 230 a core medium and/or
waveguide design with an index profile that has a low bending
loss, and for the core 240 a core medium and/or waveguide
design with an index profile that has a high bending loss. A
nonlimiting example of a low-loss core medium is provided
by, e.g. ClearCurve® ZBL optical fiber, manufactured by
Corning Inc., Corning N.Y., 14831, USA. A nonlimiting
example of a high-loss core medium is provided by, e.g.
SMF-28® ULL optical fiber, also manufactured by Corning,
Inc. Those skilled in the art are capable of forming a MCF
having core regions with properties exemplified by these
example fiber media.

“Waveguide design” may include varying the RI (or effec-
tive RI) of a fiber core and/or fiber cladding to provide a fiber
core with regions of different RI, and/or a fiber cladding with
regions of different RI. For the purpose of this discussion and
the claims, a core region may be regarded as having a par-
ticular bending loss, e.g. mode dependent loss, if the loss is
based on the properties of the core, the properties of the
cladding near the core, or both.

Without limitation by example, the ClearCurve® ZBL
optical fiber is characterized by, inter alia, an induced attenu-
ation no greater than about 0.1 dB at 1550 nm for five turns
around a mandrel having a radius of about 5 mm. In another
nonlimiting example, the SMF-28® ULL optical fiber is char-
acterized by, inter alia, an induced attenuation no greater than
about0.1 dB at 1550 nm for one turn around a mandrel having
aradius of about 32 mm. It is therefore expected that for a 90°
bend with a same bend radius, the SMF-28® ULL optical
fiber will have an induced attenuation substantially greater
than that of the ClearCurve® ZBL fiber. Thus the SMF-28®
ULL fiber is regarded as being less bend-tolerant than the
ClearCurve® ZBL optical fiber.

In FIG. 2C, an embodiment of the fiber 110, designated
fiber 200¢, includes two cores 250a and 2505 that may be, but
are not limited to being, nominally identical materials. A
cladding 260 includes voids 270. The core 250q is embedded
in a portion of the cladding 260 in which the voids 270 occupy
a greater proportion of the cladding 260 volume, while the
core 2505 is embedded in a portion of the cladding 260 in
which the voids 270 occupy a lesser proportion of the clad-
ding 260 volume. In other words, the cladding 260 is less
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dense around the core 250a, and more dense around the core
2505. Thus light may propagate differently within the cores
250a and 2504. In particular, the core 250a may have a
different bend sensitivity than the core 2505. The use of voids
in the cladding 260 is one example of waveguide design. The
portions of the cladding 260 having different void densities
may also have different effective refractive indexes, thereby
providing different propagation characteristics of optical sig-
nals propagating within the cores 250a, 2505. “Effective
refractive index” may refer to the RI experienced by an opti-
cal signal. In the present example, the effective RI may be an
average of the RI of the cladding medium and the RI of the
voids (=1), each weighted by its volume fraction in the clad-
ding 260.

Embodiments are not limited to any particular number of
modes used to transmit information in a using a multi-mode
single-core optical fiber, e.g. fibers described by FIG. 2A.
Similarly, while the examples of FIGS. 2B and 2C illustrate
two optical cores, embodiments are not limited to any par-
ticular number of cores. Multi-core optical fibers have been
manufactured with more than two optical cores, e.g. more
than 100 cores. The principles described herein may be appli-
cable to any such suitably configured optical fiber.

In some cases the bend radius R may need to be reduced
below a threshold value to result in a reliably detectable
metric. It is expected that an eavesdropper will also need to
reduce the bend radius to or below the threshold value to
effectively tap the optical signal. In some cases the threshold
value R is expected to be about 20 mm, but for some low-loss
optical core media, may be about 10 mm or even about 5 mm.

FIG. 4 illustrates a metric “Outage Secrecy Capacity” (nor-
malized to the capacity of one fiber mode C,) versus MDL in
dB for optical fibers supporting M=4, 8, 16, 32 and 64
modes.) This figure illustrates a related benefit of high MDL
in one or more cores of the optical fiber 110. As the MDL
increases, the secrecy capacity of the communication link
between the transmitter 120 and the receiver 130 increase. For
example, for M=4, the secrecy capacity increases from about
8% at MDL=0 to about 50% of the capacity of a single mode
at MDL=40. For M=64 over the same MDL range the secrecy
capacity increases from about 40% to about 200% of the
capacity of a single mode. These data indicate that the eaves-
dropper is less able to intercept the transmitted data by form-
ing the bend 150 as the MDL of the fiber 110 core increases.

The optical fibers 200a, 20056 and 200c, and other fibers
within the scope of the disclosure, may be formed by tech-
niques known to those skilled in the optical arts. While such
techniques may be conventional, the configuration of the
resulting MCF is a significant departure from conventional
practice. Typically optical system design objectives include
low MDL in a single-core fiber, and low MDL and/or nomi-
nally identical optical properties of the cores of the MCF. In
contrast, some embodiments described herein provide single-
core fibers having intentionally large MDL, e.g. >~10 dB, for
a 90° bend with a radius of =10 mm or less. Other embodi-
ments provide MCFs with cores having MDLs that are dis-
similar to the extent that the MDL differences of the cores
may be detected and quantified when the fiber 110 is bent
about 90° with a bend radius of about 10 mm or less. These
unconventional features of the described embodiments pro-
vides a previously unavailable or improved ability to charac-
terize an optical fiber during operation, e.g. to detect eaves-
dropping, as well as an improved ability to increase the
secrecy capacity of the transmission medium.

FIG. 5 illustrates a method 500, e.g. for operating an optical
communication system, that may employ elements of the
previously described embodiments. In a step 510 first and
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second optical signals are received via respective first and
second optical cores of a MCF, e.g. the cores 220 and 230 of
the MCF 210. In a step 520 a metric, e.g. a difference or a
ratio, is determined based on a first MDL of the first optical
core and a second MDL of the second optical core. In a step
530 the presence of a presumed eavesdropper is determined
when the metric exceeds a predetermined threshold. For
example, when the metric is a difference expressed in dB
between the MDL of the optical cores 220 and 230, the
threshold may be about 10 dB. For the purpose of this disclo-
sure and the claims, a metric that is diminished below a
predetermined threshold as a result of the bend-induced
change of MDL is considered equivalent to described
example of exceeding a predetermined threshold.

In some embodiments of the method 500, the first core
medium may have an induced attenuation of about 0.1 dB at
1550 nm for one turn around a mandrel having a radius of
about 32 mm, and the second core medium may have an
induced attenuation of about 0.1 dB at 1550 nm for five turns
around a mandrel having a radius of about 5 mm. In some
embodiments a cladding region of the multi-core optical fiber
includes voids. In any embodiment of the method 500 the
transmitter may be configured to modulate the first or second
optical signal with data.

Although multiple embodiments of the present invention
have been illustrated in the accompanying Drawings and
described in the foregoing Detailed Description, it should be
understood that the present invention is not limited to the
disclosed embodiments, but is capable of numerous rear-
rangements, modifications and substitutions without depart-
ing from the invention as set forth and defined by the follow-
ing claims.

The invention claimed is:

1. An optical fiber, comprising:

a cladding region and a plurality of core regions;

a first core region of said plurality having a first mode-
dependent loss (MDL) figure of merit (FOM) with a first
bend-radius dependence; and

a second core region of said plurality having a second MDL
FOM with a second different bend-radius dependence,
said first MDL FOM being at least about 50% greater
than said second MDL FOM at a given bend radius.

2. The optical fiber of claim 1, wherein said first core region
comprises a first core medium and said second core region
comprises a second different core medium.

3. The optical fiber of claim 1, wherein said first and second
core regions comprise first and second nominally identical
core media, and said first core region is embedded in a clad-
ding having a first effective refractive index, and said second
core region is embedded in a cladding having a different
second effective refractive index.

4. The optical fiber of claim 1, wherein said first and second
FOMs are dB ofloss, and said first MDL FOM is at least about
3 dB greater than said second MDL FOM for a 90° bend with
a radius of about 10 mm or less.

5. The optical fiber of claim 1, wherein said first core
medium has a first induced attenuation for one turn with a
radius R, and said second core medium has a second induced
attenuation for one turn with the turn radius R, the second
attenuation being at least 10 dB greater than the first induced
attenuation.

6. The optical fiber of claim 1, wherein said first core region
is configured to propagate a data-bearing optical signal.

7. A method, comprising:

receiving first and second optical signals via respective first
and second optical cores of a multi-core optical fiber;
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calculating a figure of merit (FOM) based on a received
power of said first and second optical signals;

determining a change of said FOM after said calculating
based on a first power change of said first optical signal
and a second different power change of said second
optical signal; and

determining that said first optical signal is tapped when

said change exceeds a predetermined threshold.

8. The method of claim 7, wherein said first core medium
has an induced attenuation of a fundamental mode of about
0.1 dB or less at 1550 nm optical wavelength for 5 turns
around a 5 mm mandrel.

9. The method of claim 7, wherein a cladding region of said
multi-core optical fiber includes a first portion having a first
effective refractive index and a second portion having a dif-
ferent second refractive index.

10. The method of claim 7, wherein said predetermined
threshold is at least about 10 dB.

11. The method of claim 7, wherein said first optical signal
is configured to propagate a data-bearing optical signal.

12. A system, comprising:

a multi-core optical fiber comprising first and second opti-

cal cores located within an optical cladding;

an optical transmitter configured to respectively transmit

first and second optical signals via said first and second
optical cores;

an optical receiver configured to receive said first and sec-

ond optical signals; and

atapping detector configured to determine a FOM based on

a first change of received power of said first optical
signal and a second different change of received power
of said second optical signal, and to determine that said
first optical signal is tapped when a change of said FOM
exceeds a predetermined threshold.

13. The system of claim 12, wherein said first core medium
has afirst induced attenuation for one turn with aradius R, and
said second core medium has a second induced attenuation
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for one turn with the turn radius R, the second attenuation
being at least 10 dB greater than the first induced attenuation.
14. The system of claim 12, wherein a cladding region of
said multi-core optical fiber includes a first portion having a
first effective refractive index and a second portion having a
different second refractive index.
15. The system of claim 12, wherein said predetermined
threshold is at least about 10 dB.
16. The system of claim 12, wherein said optical transmit-
ter is configured to modulate said first optical signal with data.
17. A system, comprising:
an optical transmitter configured to transmit an optical
signal;
an optical receiver configured to receive said optical signal;
and
an optical fiber comprising an optical core connected to
transmit said optical signal between said transmitter and
said receiver, said optical fiber having a first loss figure
of merit (FOM) determined for a straight segment of said
optical fiber as a function of a received power of a lower
order propagation mode and areceived power of a higher
order propagation mode, said optical fiber having a sec-
ond loss FOM determined for a 90° bent segment of said
optical fiber with about a 10 mm bend radius as a func-
tion of said received power of said lower order propaga-
tion mode and said received power of said higher order
propagation mode, said first FOM being at least about 10
dB greater than said second FOM.
18. The system of claim 17, wherein said optical coreis one
of a plurality of optical cores of said optical fiber.
19. The system of claim 17, wherein said optical fiber has
a mode dependent loss of at least about 13 dB with a bend
radius of said optical fiber of about 5 mm or less.
20. The system of claim 17, wherein said optical signal is
configured to transmit modulated data.
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